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Semester ]
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Aims & Objectives of the Course

Sr. Objectives
No.
1. Understand basic concept of cyber security.
2. To prepare students for analysing and resolving security issues in network and
computer systems.
3. Understand human role in security systems with an emphasis on ethics.
4. To prepare student for identifying security incidents.

Expected Course Specific Learning Outcome

Sr. Learning Outcome

No.

1. Student will able to analyse and resolve security issues in networks and computer
systems to secure an IT infrastructure.

2. Student will understand the human role in security systems with an emphasis on
ethics, social engineering vulnerabilities and training.

3. Student will able to identify security incidents.




Syllabus

Unit No Title with Contents No. of Lectures
Unit | Overview of Networking Concepts 3

1. Basics of Communication Systems
2. Transmission Media
3. Topology and Types of Networks
4. TCP/IP Protocol Stacks
5. Wireless Networks
6. The Internet

Unit 1l Overview of Information Security Concepts 4
1. Basic concepts: Attack, Types of Attacks
2. Goals for Security
3. E-commerce Security
4. Steganography

Unit 1 Security Threats and Vulnerabilities 5
1. Overview of Security threats
2. Weak / Strong Passwords and Password Cracking
3. Malicious Code
4. Programming Bug
5. Cyber-crime and Cyber terrorism

Unit IV Cryptography / Encryption 5

1. Introduction to Cryptography / Encryption
2. Digital Signatures

3. Public Key infrastructure

4. Applications of Cryptography

5. Tools and techniques of Cryptography.




Unit VvV Access Control, Intrusion Detection and Firewalls

1. Overview of Identification and Authorization
2. Overview of IDS

3. Intrusion Detection Systems and Intrusion Prevention
Systems

4. Overview of Firewalls: Types of Firewalls, Features of
Firewalls.

Unit VI System Security

. Desktop Security

. email security: PGP and SMIME

. Web Security: web authentication, SSL and SET
. Database Security

. Virtual Private Network.

. OS Security Vulnerabilities

. Anti-virus software
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. Wireless Network security
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